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Cyber campus Security/Partnerships

Martin Whittaker

Educational ICT is undergoing something 
of a revolution, thanks to a new genera-
tion of accessible online tools.

The explosion of web applications such 
as blogging, social networking sites, and 
online packages allowing collaborative 
work on documents is unstoppable. And 
demand is led by students, with univer-
sities struggling to keep up, says Lawrie 
Phipps, programme manager with the Joint 
Information Services Committee (Jisc), the 
body promoting use of ICT in universities 
and colleges.’

“It’s a learning curve,” he says. “Stu-
dents are using these tools, which is 
prompting lecturers to get involved.”

Such tools are often easy to master, 
because they have been designed for pub-
lic use. But they require a new kind of ICT 
literacy, says Phipps.

“When I left university, lecturers were 
telling me I had to know Excel and Word 
because these are transferable skills. Now, 
one of the key transferable skills is judging 
which tool suits which purpose. If I want to 
publish something and share it with some-
body, do I use a wiki, or Google Docs?” 

Some universities are embracing the 
new web technology. The University of 
Leeds, for example, has launched its own 
answer to YouTube – LUTube – which allows 
staff and students to share video securely 
online. It also has its own blogging system 

Teach the teachers
for research students, and runs courses for 
PhD students in using web tools.

Some staff are also experimenting with 
online tools in teaching and learning. 
“Technology has transformed what we 
do in quite remarkable ways, particularly 
since the mid-90s,” says Dr Terry Wassall, 
principal teaching fellow in sociology at 
the University of Leeds. “It’s a very, very 
different world now.”

But he says lecturers have not always 
kept up. “Long after Powerpoint was avail-
able, staff were still using acetates and 
overhead projectors.”

Wassall may be approaching retire-
ment, but he is no Luddite. A champion 
of the latest web 2.0 technology and social 
networking in learning, he is focusing on 
personal learning or research environ-
ments, exploiting freely available web 
tools. He points out that while univer-
sities invest millions in virtual learning 
environments (VLEs), students are only 
with the university for a few short years 
– and they are familiar with online appli-
cations like Facebook and instant messag-
ing before they arrive.

“If you think about the lifelong learn-
ing agenda and labour market projections 
for the next 15-20 years, people will need 
to carry their learning environment well 
beyond the confines of their university,” 
he says. He has used social networking 
service Ning to set up online communi-
ties for staff and students.

In another example, a group of Leeds 
politics students formed an editorial board 
to publish their own online journal on criti-
cal theory. “At the moment we’re doing 
this within our institutional VLE,” says 
Wassall. “But if we didn’t have the VLE, 
we could have done this on the web.”

Meanwhile, the Bloomsbury group 
of University of London colleges is run-
ning the APT-Stairs project, examining 

how online collaborative tools can sup-
port teaching, learning, research and 
administration.

At Birkbeck college, head of biology Dr 
Dick Rayne is using Google Docs spread-
sheets with mature students to collect and 
share data from lab experiments. Working 
in groups, students use a wireless-con-
nected mini-computer to enter their data 
onto a spreadsheet, which can then be 
shared online with the whole class. Before, 
they used to put their numbers down on 
paper and hand them in to Rayne, who 
would then compile a spreadsheet and 
distribute it on the college’s VLE.

“Speed and shareability are the key,” 
says  Rayne. “It’s easier to share it instantly 
with Google Docs. And it’s easy to use, if 
you’ve seen Excel before.”

There is training available to help staff 
keep pace. Jisc, for example, has set up 
a new arm — Jisc Services Management 
Company — covering a range of serv-
ices, including training in digital media, 
e-learning and web technologies.

“It’s quite clear that students are com-
ing in with all these kinds of skills,” says its 
chairman, Professor Derek Law. “The real 
problem is with academic staff, and I don’t 
mean that unkindly. But it’s the old thing – 
by definition students change every three 
years, whereas staff change every 30, and 
so re-skilling the staff is really quite diffi-
cult. And you get the 10% to 15% who are 
into everything, which is great, but the 
challenge is how to get the great mass in 
the middle to shift into what they see as 
ephemeral trends.”

Weblinks 

APT-Stairs project: bloomsbury.ac.uk/ble 
LUTube: lutube.leeds.ac.uk/ 
Jisc technology training: jisc.ac.uk/
whatwedo/services/netskills.aspx 

Web-based applications are 
developing fast. Yet while 
students tend to be tech-
savvy, their lecturers may 
need some encouragement

How important is ICT to a 
university’s welfare? Is a seat 
at the boardroom table the 
shape of things to come for 
chief information officers?

Common sense is  
the best defence

Lynne Wallis 

Students are commonly warned about 
their personal safety – drug and alcohol 
abuse, unsafe sex, religious fundamental-
ism and how to avoid being recruited by a 
cult. But students generally – and particu-
larly freshers – can pose a high risk to the 
entire campus if they are not security-con-
scious in cyberspace. Yet sadly, the warn-
ings do not seem to be getting through.

Mike Roch, director of information 
technology for Reading University, paints 
a worrying picture of naive students lay-
ing themselves wide open to abuse. “They 
are everyone’s friend, sharing passwords 
and dates of birth on Facebook,” says 
Roch, who is also a former chairman of 
the Universities and Colleges Information 
Services Association (Ucisa). “Students 
switch from home broadband to a network 
of 20,000 people, 1,000 times faster than 
anything they’ve used. And they bring a 
privately owned laptop.”

Universities use firewalls, but students 
are still very exposed. The challenge is 
getting security information to them fast 
enough. “They arrive in 5,000 bedrooms as 
freshers and the first thing they do is plug 
in – and they’re too busy reading fresh-
ers’ week material to read our stuff,” says 
Roch. “It takes seconds for a virus-infected 
machine to find them. We need to make 
them more cynical so they will recognise a 
phishing attempt as a fake message.”

Outsiders who can access passwords 
can get into students’ portals, bank 
account details, timetables and virtually 
any other stored information. “Cyber 
threats are increasing all the time, and it’s 
more complicated in higher education,” 
says Roch. “The students are, essentially, 
our customers. If Sainsbury’s developed 
a security policy, it couldn’t bind all its 
customers. We can’t either. We could say 
all laptops have to be encrypted by the 
university. Instead, we provide anti-viral 
software we expect them to use. But we 
can’t enforce it.”

Concerns go beyond identity theft. 
Research can be stolen, damaged or inter-
fered with, and sensitive information 
could end up in the wrong hands, such as 
embryology research that pro-life cam-
paigners might hack into. Exam 
papers and student marks could 
also be at risk.

There has always been a 
need to keep information safe 
and secure, and it was with 
this in mind that Roch, along 
with Iain Stinson, direc-
tor of IT services for the 
University of Sussex, and 
other experts, developed 
the Information Security 
Toolkit. “The kit is a set 
of recommendations on 
how to minimise the risks 
of data vandalism,” says 
Stinson. “In the same way 
we lock our houses to pro-
tect the contents, we need to 

A virus-ridden computer 
can quickly become a 
serious security threat on a 
university network. How can 
users’ data be kept safe?

protect information. The kit is now being 
used by many institutions as a basis for 
their cyber security policies.”

The private sector recognised years ago 
that information security is a mammoth 
job. The cyber security problem faced by 
HE institutions is partly due to a lack of 
funding, enlarged by the sheer scale of 
usage. “The challenge for us is the huge 
numbers of online ‘customers’, staff and 
students, who are working, socialising 
and researching online,” says Stinson. 
“It’s overwhelming.”

Andy McCormack is chief regulatory 
adviser on security and compliance for 
Janet, the computer network connect-
ing all education institutions apart from 
schools in the UK. He believes improving 
information security requires a shift of 
focus on to the information itself, rather 
than ICT. It is a movement that has been 
reflected in the change in job title of those 
working in education institutions – from 
head of ICT to chief information officer. 

“When a laptop gets stolen it doesn’t 
make the headlines – what makes the 
front page is the nature of the informa-
tion on it,” he says. “Also, security of 
information is to do with accuracy and 
integrity. So if staff salaries are going to 
be made public, they need to be accurate, 
as does my bank account number. If we 
lock information away totally, it’s useless. 
Information security can only be achieved 
when we are fully information-secure and 
aware ourselves.”

Improvements
Some 90% of universities offer e-learning 
via the virtual learning platform Black-
board, and systems for monitoring intru-
sion detection are being improved con-
stantly. The Safe Assign tool protects aca-
demic integrity by scanning exam papers 
for plagiarism and sourcing. Blackboard’s 
senior director for “technology evange-
lism”, John Fontaine, says: “There’s a 
programme we use with Axiom that has 
developed a whole host of security ques-
tions for users, such as the first initial 
of the town you grew up in. As intrud-
ers come up with more devious ways to 
access information, we have to develop 
new means to combat them. We can learn 
a lot from the private sector, such as how 
it has cut credit card fraud by improving 
verification standards.”

Microsoft’s chief cyber security adviser, 
Ed Gibson, who opened a Ucisa confer-
ence earlier this month, admits that some 
ICT people hold the hackers in grudging 
awe. “The virus is a thing of the past in the 
UK,” he says. “The latest thing is Trojan 

downloaders, and the threat is increas-
ing rapidly. A code can be inserted 

into an unprotected machine, 
making your PC part of Bot-
net (short for robot network). 
Criminals can send a piece of 
script over the net and it will 
get into machines that don’t 
have adequate security pro-
tection. Or it will simply sit 
on a computer until it has 
compromised thousands 
of other computers all over 
the world, stealing all their 

passwords. Organised crime 
has morphed into online, and 

the means by which criminals can 
detect compromised computers are 
the horror stories that now threaten 
IT people.”

The relationship that has to work 

Karen Higginbottom

Cardiff University’s Martyn Harrow is that 
rare species in higher education – a chief 
information officer (CIO) who reports 
directly to his vice-chancellor, David 
Grant. It is a relationship that reflects the 
strategic role ICT can play. Harrow also sits 
on the university board – equivalent to a 
senior management board.

Both men come with substantial private 
sector experience and are aware of the 
power of ICT to transform business. Grant 

appointed Harrow in 2004, prompted by 
the university’s strategic need for IT and 
complaints about the existing service. He 
recalls: “We had many complaints from 
our senior team and academic heads of 
school about our information services. 
The university was at a point where infor-
mation technology wasn’t effective. We 
needed a vision.”

The two men meet regularly and it is rare 
for a day to go by without some communi-
cation. “We have formal discussions about 
the project under way, as well as informal 
meetings to discuss some of the ideas that 
might be possible,” says Grant.

This relationship has had a direct impact 
on the university’s strategic goals. “We 
had a budget deficit in 2001 and, by hav-
ing Martyn as director, we’ve been able to 
work together to ensure that funding that 

otherwise would not have been spent in 
this area has been spent,” says Grant. “It’s 
obvious to colleagues that we are deter-
mined to have the best-in-class informa-
tion infrastructure in this institution.”

Harrow believes his close working rela-
tionship with the vice-chancellor is fun-
damental to the effectiveness of the ICT 
function. “The key brief for a CIO should 
be an ability to manage resources tightly 
and get more return on them,” he says. 
One example is the strategic role tech-
nology has played in supporting Cardiff 
University’s Modern Working Environ-
ment (MWE) project. This has involved a 
capital investment of £4.8m, and enables 
students to access information about their 
study and social life, including reading 
lists and timetables to social events and 
networking groups. The next phase will 
be aimed at staff, and benefits will include 
collaborative workspaces and more web-
based work processes. 

Take it to the top

Try these tips to improve your 
relationship with the vice-chancellor:
• Market the impact your function and 
directorate has on the university
• Develop good communication skills 
and commercial sense. Show you can add 
value and deliver a return on investment
• Focus on what the technology needs 
to be achieving. Deliver what users want  
• Develop formal and informal networks 
and learn to speak authoritatively on 
wider university matters
• Establish your department as 
change-champions and change-agents 
• Align your strategy with the business. 
In the ideal world there should not 
be an ICT strategy, just a university 
strategy you contribute to. KH 

Dr Dick Rayne of Birkbeck College is using Google Docs to distribute lab data: ‘Speed and shareability are the key,’ says Rayne

Double act: Harrow (left) communicates 
with vice-chancellor Grant (right) daily
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